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Tabnuua IP-agpecoB

YcTponcTBO UHTepdeiic IP-appec Macka noacetn | LLUnro3 no ymonyaHuto | lNMopT KomMyTaTopa
G0/0 209.165.200.225 | 255.255.255.248 | H/N ASA E0/0
R S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 | H/M H/N
S0/0/0 10.1.1.2 255.255.255.252 | H/M H/N
R2 S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 | H/M H/N
G0/1 172.16.3.1 255.255.255.0 H/N S3 FO/5
RS S0/0/1 10.2.2.1 255.255.255.252 | H/M H/N
VLAN 1 (EO0/1) | 192.168.1.1 255.255.255.0 H/M S2 F0/24
ASA VLAN 2 (E0/0) | 209.165.200.226 | 255.255.255.248 | H/TI R1 G0/0
VLAN 3 (EO/2) | 192.168.2.1 255.255.255.0 H/N S1 F0/24
PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FO/6
PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 FO/18
PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 F0/18
3agaum

Yactb 1. HacTpoiika OCHOBHbIX NapameTpoOB YCTPONCTBA

. MogkntounTe ceTeBble kabenn n C6p00bTe npegbigyuine HaCTPOMKKN Ha yCTpOI;ICTBaX.

e  CKOHthurypvpynTe OCHOBHbIE NapameTpbl AN MapLUPYTM3aTOPOB Y KOMMYTaTOPOB.

e  HacTtponTe cTaTMyeckyto MapLIpyTU3aLmio, BKIOYas MapLUpyThl MO YMOMnYaHuo, Mexay mMapuipytusatopamm R1, R2 n R3.

e  Bknouute HTTP-cepBep Ha maplupyTnsatope R1, HacTponTe naponv npuBMnernpoBaHHoro goctyna u naponu VTY.

e  CkoHcpurypupynte napameTpsl IP ansa xocta.

e [lpoBepbTe CBSA3b.

YacTtb 2. OpraHmsauusa gocTtyna kK kKoHconu ASA n ASDM

e [onyuute goctyn Kk koHconu ASA. NpoBepbTe HAaCTPOMKKM annapaTHoro obecneyeHns, NporpaMMHOro obecneyeHuns
N KOHUrypaumu.

e COpocbTe nNpegpiayLimne HacTpPonkM KoHdpurypauum ASA.

e [ponyctute pexum HacTponku (Setup) n ckoHurypmpynte nHtepdericsl ASDM VLAN.

e  CkoHcpurypupynte ASDM 1 nposepbTe gocTyn Kk ASA.

e [onyuute goctyn kK ASDM n n3dyuute rpadmyeckuin nHTepdenc nonsdosartens (GUI).

YacTtb 3. HacTpoiika ASA u mexceTeBOro akpaHa ¢ ucnonb3oBaHuem mactepa 3anycka ASDM

e Bongute B MeHI0 KOHUrypaumm n 3anycTute macTtep 3anycka.

. YcTaHoBUTE UMS XOCTa, AOMEHHOE MMS U Napofb NPUBUNErMPOBAHHOIO nocTtyna.

e HacTtponTe BHyTpeHHUe n BHelHne nHtepdencol VLAN.

e Hactporite DHCP, npeobpa3oBaHne agpecoB M agMUHUCTPATUBHbIA OCTYM.

e [poBepbTe KpaTKyo MHGOPMALMIO U OTNpaBbTe KoMaHObl Ha ASA.

e [lpoBepbTe AOCTYN K BHELLIHEMY Beb-canTy ¢ komnbioTepa PC-B.

e [lpoBepbTe AOCTYN K BHELIHEMY Beb-canTy ¢ ucnons3oaHvem ytunutel ASDM Packet Tracer.
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YacTtb 4. HacTtpoinka napametpoB ASA B MeHI0 KoHurypauum ASDM

e YcTaHoBMWTE gaTy v Bpems Ha ASA.

e HactponTte cTtatnyeckmin MapLupyT no ymonyaxuio ans ASA.

e HactponTe ayteHTudmkaumio nonb3osatenenn AAA ¢ ncnonb3oBaHMeM nokanbHowm 6a3bl AaHHbIX ASA.
e T[lpoBepbTe pgoctyn kK ASA no SSH.

e [lpoBepbTe cBA3b C Mcnons3osaHnem komang ASDM Ping n Traceroute.

e /IaMeHUTE NONMUTKKY MHCNEKTUPOBAHMSA NpunoxeHun B MPF.
YacTb 5. Hactponka DMZ, ctatuyeckoro npeo6pasoBaHus NAT n ACL-cnuckoB

e Hactponte nHtepdenc ASA DMZ VLAN 3.

e Hactpoiite cepeep DMZ u ctatnyeckoe npeobpasoBaHne NAT.

e [lpoBepbTe npasuno goctyna k DMZ, creHepupoBaHHoe npunoxexHnem ASDM.
e [lposepbTe goctyn k cepsepy DMZ 13 BHewHen ceTn.

UcxopHble aaHHbIe/cueHapun

MHorogyHkumoHaneHoe yctporncteo 6esonacHoctn ASA Cisco (Adaptive Security Appliance; ASA) — 3TO yCOBEpLLEHCTBO-
BaHHOEe YCTPOMCTBO CEeTeBOW 6e30nacHOCTM, BKIoYatoLLee B cebsi MexceTeBow akpaH C coxpaHeHnem coctosHud, VPN

1 opyrue BO3MOXHOCTW. B faHHon nabopaTtopHon paboTe Ansi co3gaHns MeXCeTEBOro aKkpaHa 1 3aLluTbl BHYTPEHHEN
KOPropaTUBHOWN CETW OT BHELLHETO NPOHVMKHOBEHWS, @ Takke opraHu3aunm goctyna B VIHTEpHET Ans BHYTPEHHUX
nonb3oBaTternen ncnonbayetcsa ASA 5505. ASA cosnaeT Tpu nHTepderica 6€30nacHOCTU: BHELLHWIA, BHYTPEHHUIA 1 DMZ.
[aHHOoe yCTpoWCcTBO NPefOCTaBNAET BHELLHUM NMOMb30BaTeNsiM orpaHuYeHHbIn gocTyn k DMZ n 6nokupyeT um goctyn

K BHYTPEHHUM pecypcam. BHyTpeHHWe nonb3oBateny nmetot Aoctyn kK DMZ n BHeLLHUM pecypcam.

OcHoBHoM ynop B faHHoOW nabopaTopHon paboTe genaeTcs Ha HacTponke ASA B kKa4eCTBE OCHOBHOIO MEXCETEBOro
akpaHa. Ha gpyrux yctpoincTeax Heo6xoaumo BbINOMHUTL MUHUMAanbHYK HacTPOWKy Ans noaaepxku pabotel ASA.
[nsa koHMrypmpoBaHnsi OCHOBHbIX MapamMeTpoB yCTponcTBa u 6ezonacHocTy B nabopaTtopHon paboTte ucnonb3dyerca
npunoxenne ASDM rpadmyeckoro nHtepderica nonb3oatens (GUI) B ASA.

B yactu 1 aton nabopaTtopHoi paboTel HEO6XOAMMO CKOHUIYPUPOBaTL TOMOJIOMMI0 U YCTPOWMCTBA, OTNMYHbIE OT ASA.

B yactu 2 Heobxoaumo nogrotoButb ASA k gocTyny Yepe3 ASDM. B TpeTbei 4yacTu ¢ nomoLLbio MacTtepa 3anycka ASDM
HeobxoaMMo ByaeT CKOHUIryprpoBaTh OCHOBHbIE NapaMeTpbl ASA 1 MEXCETEBOW aKpaH MeXAY BHYTPEHHEN U BHELLHEWN
cetamu. B yetBepToi yactn 6yget Heo6xoanMo CKOHUIypnpoBaTh JOMOMHUTENbHbIE NapamMeTpbl Yepe3 MEHIO KOHAUTY-
paunn ASDM. B naton yactn 6yget Heobxoammo ckoHdurypmposats DMZ Ha ycTponcTtee ASA 1 npegoctaBntb 4OCTYN
K cepsepy B DMZ.

B Balleli komnaHum ecTb 0gHa 30Ha, nogknoyeHHas k ISP. MapuwpyTtusatop R1 — 310 knueHTckoe yctporictso (CPE),
KOTOpbIM ynpaBnsaeT nocTaBLuK ISP. R2 — 3To npoMexxyTouHbI MHTEPHET-MapLupyTu3aTop. MapLpyTtu3satop R3
MOAKI0YaET KOMMbIOTEP agMUHUCTPATOpa U3 KOMMNaHUM YNpaBreHusi CeTbio, KOTOPLIN ObiN HAHAT ANS ANCTAHLMOHHOMO
ynpaBneHus Bawlen cetbio. ASA — 3TO rpaHUYHoOe yCTponcTBO 6e3onacHOCTU, NoAKNoYatoLee BHYTPUKOPNOPaTUBHYHO
ceTb  DMZ k ISP u ogHoBpemeHHo npegoctasnstowee cepsuckl NAT n DHCP BHyTpeHHUM xocTaM. ASA Heobxoanmo
CKOHChUrypupoBaThb 4518 ynNpaBneHns agMUHUCTPaTOPOM BO BHYTPEHHEN CETU, a Takke yaarneHHbIM aaMUHUCTPATOPOM.
Untepdencol VLAN 3-ro ypoBHst NpegocTaBnsaioT AOCTYN K TPEM 30HaM, CO3AaHHbLIM B Xoae nabopaTtopHon paboThbi:
BHYTpeHHen, BHewwHen n DMZ. ISP HasHaunn npoctpaHcTBo obwenocTtynHbix IP-agpecos 209.165.200.224/29, koTopoe
OyaeT ucnonb3oBaTtbCca Ansi npeobpasoBaHns agpecoB Ha ASA.

MpumeyvaHue. B faHHoM nabopaTopHol paboTe UCNonb3yrTCst KOMaHAbl U BbIXOAHbIE AaHHbIE A4S MapLupyTusaTtopa
Cisco 1941 ¢ MO Cisco I0S Release 15.4(3)M2 (c nuueHauen Security Technology Package). [lonyckaeTcsi cnonb3o-
BaHue apyrmux maplipytusaTtopos u Bepcuii Cisco 10S. Cm. cBogHyto Tabnuuy no nHtepdencam MapLupyTM3aTopoB

B KOHLe 3TON nabopaTopHoi paboTkl ANs onpeaeneHns naeHTMgrkaTopoB MHTEPENCOB ¢ y4eToM 060pyaoBaHNS

B nabopatopuu. B 3aBucumocTn ot mogenu mapiupyTtusatopa un sepcun Cisco 10S, gocTynHble KomaHabl U BbIXOOHbIE
OaHHble MOTYT OTNNYaTbCH OT yKasaHHbIX B AaHHOW nabopaTopHon paborTe.

ASA B faHHol nabopaTtopHown paboTe npeactaenset cobor mogerns Cisco 5505 ¢ BCTpOEHHbIM 8-MOPTOBbLIM KOMMYTa-
Topom, ¢ OC Bepcun 9.2(3) u ASDM Bepcum 7.4(1) n nmeeT 6a30BYHO NMLEH3MIO, NOAAEPXKMBAIOLLY MAaKCUMyM TpU
cetn VLAN.

MNpumeuanume. Mepen Hayanom paboTel yGeanTechb, YTO MapLLPYTU3aTOPbI U KOMMYTaTOPbl COPOLLEHBI U HE UMET
KOH(pUrypaumio 3anycka.
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Heobxoaumebie pecypchbl
e OgpHo yctponctso ASA 5505 (Bepcua OC 9.2 (3), ASDM Bepcum 7.4(1), 6a3oBas nnm conoctaBnumas nuueHsuns)
e 3 mapuwpyTtusatopa (Cisco 1941 c obpasom Cisco |I0S Release 15.4(3)M2 n nuueHamnen Security Technology Package)
e 3 kommytaTtopa (Cisco 2960 nnu aHanorn4HbIN) (Heobs13aTeNBLHO)
e 3 TIK (Windows 7 nnu 8.1, c yctaHoBneHHbIM SSH-knneHTom 1 WinRadius)
e [locnepoBaTenbHble kabenu u kabenu Ethernet, kak NnokasaHo Ha TONONOrMYecKon cxeme

e  KoHconbHble kabenu ans HacTporiku ceTeBblx ycTporcTs Cisco

Yactb 1: HacTponka OCHOBHbIX NapamMeTpoB YCTPOUCTBA

B yactu 1 Heo6xoanMmo onpeaennTb TOMOMOMMI0 CETU 1 CKOHUIyprpoBaTb OCHOBHbIE NapaMeTpbl Ha MapLupyTusaTopax,
Takme kak IP-agpeca nHTepencoB 1 cTatmyeckas MapLupyTm3aums.

MpumeyvaHue. Ha gaHHOM aTane He KoHurypmpynte napameTpbl ASA.

LWar 1: MNogkniovyeHne ceTeBbIX Kabenen un co6poc nNpeablAYyLWNX HACTPOEK HA YCTPOMNCTBAX.
MpucoemnHWTE YCTPOWCTBA, Kak NOKa3aHO Ha TOMOMOrMYECKoM CXeMe, N yCTaHOBUTE Heobxoaumble kabenbHble
coeauHeHus. YbeamTech, YTO MapLUpyTM3aTopbl 1 KOMMYTaTOPbl COPOLLEHbI M HE UMEIOT KOHMUIypaLumio 3anycka.

LWar 2: KoHcpurypmpoBaHue 0OCHOBHbIX NapaMeTpoB ANsl MapLpPyTU3aTOPOB U KOMMYTaTOpPOB.

a. 3apanTe MeHa XOCTOB A1 KaXA0ro MapLupyTM3aTopa, Kak Noka3aHo Ha TOMOMOrMYeCcKom Cxeme.
HacTponTe IP-agpeca nHtepdericoB MapLUpyTU3aToOpOB, Kak Noka3aHo B Tabnuvue IP-agpecos.

C. HacTpoviTe TaKTOBYIO YaCTOTYy MapLUpPyTU3aTOPOB C MOMOLLLIO NocneaoBaTtensHoro kabens DCE, nogkno4eHHoro
K nocnegosaTenbHOMY UHTepdency. B kayectBe npumepa nokasaH maplipyTtusatop R1.

Rl (config) # interface S0/0/0
Rl (config-if)# clock rate 64000

d. HactponTte numeHa xoctoB ansa kKommytaTopoB. OcTarnbHble NapamMmeTpbl KOMMYTaTOPOB MOXHO OCTaBUTb
no ymonyanuto. IP-agpec anst ynpasnenus cetbto VLAN anst KoMMyTaTopoB 3agaBaTb Heobs3aTensHo.
LWar 3: HacTtpouka ctaTuyeckon MapLpyT1M3aLum Ha MapLupyTusartopax.

a. HactponTe cTatuyeckmn mapLupyT o ymonyaHuio n3 mapLpyTtunsatopa R1 8 R2 n n3s R3 8 R2.
Rl (config) # ip route 0.0.0.0 0.0.0.0 10.1.1.2

R3 (config)# ip route 0.0.0.0 0.0.0.0 10.2.2.2

b. HacTtponte ctatnyeckun mappyT 13 mapwpyTtusatopa R2 k nogcetn Fa0/0 Ha R1 (nogknioveHHoM K nHtepdency
ASA EO0/0) n ctatuyecknin mapLupyT 13 mapupyTtunsatopa R2 k LAN R3.

R2 (config)# ip route 209.165.200.224 255.255.255.248 10.1.1.1
R2 (config)# ip route 172.16.3.0 255.255.255.0 10.2.2.1
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War 4: KoHdurypupoBaHue u wndcgpoBaHue naponen Ha mapupyrtusatope R1.

MpumevaHue. B gaHHOM 3agaye ycTaHOBNEeHa MUHMMarnbHasa AnuHa naponst B 10 cMmMBonoB, a caMmy naponu obinm
ynpoLieHbl Ans obnerdyeHns BeinonHeHus nabopaTtopHon paboTbl. B npon3BoACTBEHHON CETN pekoMeHayeTcs
ucnonb3oBaTb Gonee CnoxHele Naponu.

a. 3apanTe MUHMMAanbHYO ANUHY napons. icnonb3yiTe KoMaHay security passwords, YToGbl 3a4aTb MUHUMAbHYH
AnvHy napons B 10 cMBONOB.

b. YcraHoBuTe Ha 0Bovx MapLUpyTU3aTOpax Naponb NPMBUIIErMPOBAHHOMO AOCTyNa Cisc012345. Vcnonbayiite
anropuTm xewwupoBaHus type 9 (SCRYPT).

c. CospanTte nokanbHyto y4eTHyto 3anucbk admin01, yctaHoBuTe Ans Hee naponb admin0lpass. Ncnonbsynte
anropuTm xelwmposaHus type 9 (SCRYPT) n yctaHoBUTE ypoBeHb npusunernin 15.

d. HactponTte nuHum koHconu n VTY Ha ncnonb3oBaHue nokanbHou 6a3bl AaHHbIX Ansg BxoAda. B uensax
JononHuTenbHowm 6e30MacHOCTU HAaCTPOMTE 3TU NMMHUKN Ha BbIXOA U3 CUCTEMbI Yepe3 5 MUHYT Npu OTCYyTCTBUU
aKTMBHOCTW. Mcnonb3ywTte komaHay logging synchronous ans npefoTBpalleHns npepbiBaHns BBoAa KOMaHz
COOOLLEHMAMMN KOHCOIMN.

e. Bkniouute goctyn k HTTP-cepBepy Ha mapLupyTusatope R1. Vicnone3yiite nokansHyo 6a3y gaHHbIX A4S
ayTeHTudukaumm HTTP.

Mpumeyvanue. Joctyn k cepBepy HTTP OyaeT ncnoneb3oBaH Ansa AeMoHCTpaummn nHctpymeHtoB ASDM B yactm 3.

LWar 5: KoHdurypmpoBaHue napameTpoB |P ans xocToB.

HactponTte ctatuueckun IP-agpec, macKky NOACETU U LWMO3 NO YMOnYaHuio ansa komnbtotepoB PC-A, PC-B u PC-C,
Kak nokasaHo B Tabnuue IP-agpecos.

LWar 6: NpoBepka cBA3N.

Mexay ycTponcTsamm, NOAKNOYEHHbIMU K ASA, He ByaeT cBAsK, Tak kak ASA aBnseTcsa LueHTpanbHbIM y3noM Ans
CeTeBbIX 30H M OHO He BbIno ckoHdurypupoBaHo. OgHako y komnbioTepa PC-C gomkHa 6biTb BO3MOXHOCTb OTNPaBUTb
3x0-3anpoc Ha uHtepderic GO/0 mapwpyTtusatopa R1. C komnetotepa PC-C oTtnpaBbTe 9x0-3anpoc Ha IP-agpec
nHtepderica GO/0 mapwpyTtnsaTtopa R1 (209.165.200.225). Ecnu 3anpockl 3aBepLuatoTcs ¢ onOKom, U3MeHnTe
3Ha4YeHUs1 OCHOBHbIX MApaMeTPOB YCTPOWCTBA Nepes TEM, Kak NPoaomkUTe paboTy.

MpumeyaHue. Ecnn axo-3anpockl ¢ komnbtotepa PC-C Ha nHtepdericbl GO/0 n S0/0/0 mapLupyTmaaTtopa R1 BbINOMHEHBI
YCMELLHO, 3TO 03HAYaeT, YTO agpecaumns HacTpoeHa BEPHO W CTaTuyeckasi MapLUpyTU3aLums HacTpoeHa 1 paboTaeT ucnpaeHo.

Lar 7: CoxpaHeHMe OCHOBHOW TeKyLuei KOH(uUrypaumm gnsa Kaxnoro Mappyrtusatopa u KommyTraTopa.

YacTtb 2: loctyn K KoHconu ASA n ASDM

B vacTtu 2 Bbl 6ygeTe obpaiaTtbes kK ASA yepes KOHCOMb U MCMOMb30BaTh pasnuyHble KOMaHabl Show ans onpeaeneHuns
HacTpoek annapaTHoro obecneyveHns, NMporpamMmmMHoro obecneveHns n koHpurypaumm. Heobxognmo 6yaet noaroToBnUTbL
ASA k poctyny yepe3d ASDM, n3yuntb akpaHbl ASDM, a Takxke ero napameTpbl.

War 1: JocTyn K kKOHCconu ASA.

a. [Joctyn k ASA yepes KOHCOMbHBIN MNOPT HAYEM HE OTNINYAETCH OT AOCTYNa K HEMY Yepes MapLUpyTu3aTop nnu
kommyTaTtop Cisco. MNMoagkntountech k KOHCONbHOMY nopTy ASA npu NOMOLLM MHBEPCHOrO kabens.

b. Wcnonbayinte amynatop TepmmHana ansa goctyna k CLIL. YctaHoBuTe crnefytoLime HaCcTPOVKK NocneaoBaTenbHOro
nopta: 9600 604, 8 6UT AaHHbIX, 6€3 NPOBEPKN YETHOCTU, 1 CTOMOBbLIA 6UT, 6E3 YNpaBNeHNsi NOTOKOM.

c. [lpmn nony4yeHUn 3anpoca Ha BXo4 B peXXnum MHTEPaKTUBHOW HACTPOMKN MEXCETEBOIO KpaHa (pe)KVIM yCTaHOBKVI)
OTBETbTE NO.

d. Bovigute B NpMBMIErMPOBAHHbIN PEXMM MPY NOMOLLM KOMaHabl enable 1 napons (ecnu yctaHoneH). o ymonyaHuio
naporsb NyCTON, MO3TOMY MPOCTO HaxmuTe Enter. Ecnn naponb Gbin n3mveHeH Ha yKa3aHHbI B JaHHON nnabopaTopHoW
pabote, BBeaguTe naporb Cisc012345. Mimsa xocta ASA no ymMonyaHuio 1 npurnalieHue — ciscoasa>.

ciscoasa> enable
Password: ciscol2345 (or press Enter if no password is set)
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LWar 2: Copoc npeabiaywmnx HacTpoek KoHcurypauum ASA.
a. C nomolubio KOMaHabl Write erase yganute cann startup-config us dnew-namatu.

ciscoasa# write erase
Erase configuration in flash memory? [confirm]
[OK]

ciscoasa#

ciscoasa# show start

No Configuration
MpumeyvaHue. KomaHpa IOS erase startup-config He nogaepxuBaetca Ha ASA.

b. Wcnonbayinte komaHay reload ans nepesarpysku ASA. Npu atom ASA 3arpysnTcs B pexume HacTpoiku CLI.
ECHMBblnOﬂyHMTGCOOGmeHMGTSystem config has been modified. Save? [Y]es/[N]o:”, BBeaute
n n Haxmute Enter.
ciscoasa# reload
Proceed with reload? [confirm] <Enter>
ciscoasa#

* KKk

*** ——— START GRACEFUL SHUTDOWN ---
Shutting down isakmp

Shutting down File system

* KKk

*** ——— SHUTDOWN NOW ---

Process shutdown finished
Rebooting.....

CISCO SYSTEMS

Embedded BIOS Version 1.0(12)13 08/28/08 15:50:37.45
<output omitted>

LWar 3: Mponyck pexunma HacTponkn n kKoHcurypmposaHue uitepceincos ASDM VLAN.

Mocne nepesarpy3kn ASA OHO JOMKHO ONpeaennTb, YTO He xBaTaeT (hanna startup-config, n BINONHUTL cepuio
WHTEPaKTUBHbIX 3anpoCOB Anst KOH(PUIypmMpoBaHMA OCHOBHbIX NapaMeTpoB ASA. Ecnu nepexoa B AaHHbIN pexnm
He BbINOMHSIeTCS, NOBTOPUTE Lar 2.

a. [pwu 3anpoce Ha NnpeaBapuUTENbHYHO HACTPONKY MEXCETEBOrO 3KPaHa C NMOMOLLbI0 MHTEPAKTUMBHBIX 3anpocoB
(pexum ycTaHOBKM) OTBETLTE NO.

Pre-configure Firewall now through interactive prompts [yes]? no

b. Bowagute B NpuBMNErMpoBaHHbIN peXxmMM Npyu NoMoLLM KomaHabl enable. Ha gaHHOM aTane naponb AOMKeH ObiTh
nycTbiM (OTCYTCTBOBATb).

c. Bongute B pexum rnobanbHOM HAaCTPONMKM Npy NomoLLm kKomaHabl conf t. Mpu nepeBoM nocne nepesarpysku Bxoge
B PEXMM HACTPOWKW Bbl MOMyYMUTE 3aNpoC Ha BKIKOYEHWE aHOHUMHOWN OTrNpaBku oT4yeToB. OTBETLTE NO.
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d. HacTtpowite BHyTpeHHuI nHtepdenc VLAN 1 ana nogrotosku k goctyny Yepe3 ASDM. YposeHb 6e3onacHocTu
OOMKeH BbITb aBTOMAaTMYECKN YCTAaHOBMNEH Ha HamBbICLni ypoBeHb 100. JTornyeckuin nHtepdeinc VLAN 1 6yaget
ncnone3osaTtbcs kKoMmnbtoTepom PC-B ana goctyna k ASDM Ha dhmanyeckom nHtepdence EO/1 yctporictea ASA.
ciscoasa(config) # interface vlan 1
ciscoasa(config-if)# nameif inside

INFO: YpoBeHb 0e30IIaCHOCTM IJIs BHYTPeHHero uHTepderca inside ycranHoBiyeH Ha 3HaueHme 100
10 yMOJIYaHUL.

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# exit

Komnbtotep PC-B nogkntoyeH k kommyTatopy S2. KommyTtaTtop S2 nogkntodeH k nopty EO/1 Ha ASA. MNouemy
He HyXHOo aobaBnaTb dumanyeckuin nHTepdenc EO0/1 k aton VLAN?

MpumeyaHus no nHtepdency B ASA 5505.

Mogene 5505 otnuyaetcs ot apyrux mogenen ASA cepun 5500. Ha gpyrux yctporictBax ASA, K MpuMepy Ha MapLupy-
Tn3atope Cisco, hmanyeckomy NopTy MOXHO HEMOCPEACTBEHHO Ha3Ha4uTb IP-agpec 3-ro ypoBHsa. ASA 5505 nmeet

8 BCTPOEHHbIX MOPTOB KOMMYTaTopa, ABMSOLMNXCS NopTaMu ypoBHSA 2. [INg Ha3HaYyeHMs napamMeTpoB YPOBHs 3
HeobxoaMMo co3faTb BUPTYarnbHbIn nHTepdenc kommyTtatopa (SVI) nnn normveckun natepdenc VLAN v 3atem
Ha3Ha4YMTb €MY OAMH UINN HECKONBbKO (PM3NYECKUX MOPTOB YPOBHS 2.

Mo ymonuaHuio Bce dusmdeckne nHrepderncsl ASA agMUHUCTPATUBHO OTKIOYEHbI (down), 3a UCKMOYEHNEM Cry4aes,
korga Obina 3anylueHa ytunuta yctaHosku (Setup) nnm 6einm cOpoLueHbl 3aBoACKME HAaCTPOMKK. Tak Kak HUKakue
dusnueckune nHtepdencel B cetn VLAN 1 He BkntodeHsl, VLAN 1 Haxogutca B coctosHmMmn down/down. YTo6bl B 3TOM
ybeoutbes, ucnonb3ynTe kKomaHay show interface ip brief.

ciscoasa(config)# show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset administratively down up
Ethernet0/1 unassigned YES unset administratively down up
Ethernet0/2 unassigned YES unset administratively down up
Ethernet0/3 unassigned YES unset administratively down up
Ethernet0/4 unassigned YES unset administratively down down
Ethernet0/5 unassigned YES unset administratively down down
Ethernet0/6 unassigned YES unset administratively down down
Ethernet0/7 unassigned YES unset administratively down down
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual down down
VirtualO 127.0.0.1 YES unset up up

e. Bkniouute nHtepdenc EO/1 ¢ nomollbto komaHabl no shutdown n npoBepbTe cocTosiHMe nHTepdericos EO/1
n VLAN 1. CoctosiHne u npoTokon ans nHtepdericor E0/1 n VLAN 1 gomkHbl 6bITb up/up.

ciscoasa(config)# interface e0/1
ciscoasa(config-if)# no shut

ciscoasa(config-if)# exit

ciscoasa(config)# show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset administratively down up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset administratively down up
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Ethernet0/3 unassigned YES unset administratively down up
Ethernet0/4 unassigned YES unset administratively down down
Ethernet0/5 unassigned YES unset administratively down down
Ethernet0/6 unassigned YES unset administratively down down
Ethernet0/7 unassigned YES unset administratively down down
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual up up
VirtualO 127.0.0.1 YES unset up up

f.  BbinonHute npegsapuTenbHY0 HacTporiky BHewwHero nHtepdenca VLAN 2, nobasbTte dunsmdeckun nHrepcenc E0/0
kK VLAN 2 n aktusupywnte untepderic E0/0. HasnaubTe IP-agpec ¢ nomoubio ASDM.
ciscoasa(config)# interface vlan 2
ciscoasa (config-if)# nameif outside
INFO: Security level for "outside" set to 0 by default.
ciscoasa(config-if)# security-level 0
ciscoasa (config-if)# interface e0/0
ciscoasa(config-if)# switchport access vlan 2
ciscoasa(config-if)# no shut

( )

ciscoasa(config-if)# exit
g. [poBepbTe cBA3b ¢ ASA, nocnas axo-3anpoc ¢ komnbtotepa PC-B Ha IP-agpec nitepdenica VLAN 1 ASA
192.168.1.1. 3x0-3anpoc A0MmKeH ObiTb BbINOMHEH YCNELLUHO.
LWar 4: Hactpoiika ASDM n npoBepka goctyna Kk ASA.

a. Hactponte Ha ASA npuem nogkntodeHni HTTPS ¢ nomolsto komaHabl http, 4to6bl paspewmnTts goctyn K ASDM
nobomy XoCTy BO BHYTpeHHel ceTn 192.168.1.0/24.

ciscoasa (config) # http server enable
ciscoasa (config)# http 192.168.1.0 255.255.255.0 inside

b. Otkpoiite 6pay3ep Ha komnbioTepe PC-B 1 BBeguTte https://192.168.1.1., 4Tobbl npoBeputb HTTPS-gocTtyn
K ycTporictey ASA.

MpumeyvaHue. Yoeautech, yto B URL-agpece ykasaH npotokon HTTPS.

War 5: QocTtyn k ASDM n usy4yenme GUI.
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Mocne BBOAa yka3aHHoro Bbiwe URL-agpeca [omkHO NOSIBUTBLCA NpeaynpexaeHne cucteMsl 6e3onacHocTu

o cepTtucpmkate 6esonacHocTu canta. LlenkHute Continue to this website. MNosBuTCst HavanbHas ctpaHuua ASDM.
Ha aTon cTpaHuue moxHo 3anyctute ASDM kak nokansHoe npunoxeHue Ha MK (4To npueegeT k yctaHoBke ASDM
Ha KoMMbloTepe), Kak bpay3sepHoe Java-npunoxeHve Hanpamyto n3 ASA nvbo 3anycTuTb MacTep 3anycka.

'
@ Cisco ASDM7.4(1) x ‘ | {0 27 898

File Edit View Favorites Tools Help

x Go 8!6 od "’ Search ~ } More »> SignIn 9 -

%Cisco ASDM 7.4(1) lalh,

Cisco

Cisco ASDM 7.4(1) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
* One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

¢ Click Run ASDM to run Cisco ASDM.
o Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you through,
step by step, the initial configuration of your security appliance.

Run ASDM Run Startup Wizard

Copyright @ 2006-2015 Cisco Systems, Inc. All rights reserved.

b. Haxmute Run ASDM.

© 2019 KomnaHus Cisco u/unu ee godepHve komnaHun. Bce npasa 3alymileHbl. TOT JOKYMEHT siBnsieTcst 06LenocTynHomn nidgopmaumen Cisco. Ctp. 913 39



CCNA Security Fnaea 10. JlabopaTtopHas pa6oTta A

c. Ha Bce gpyrve npegynpexaeHus cuctembl 6e3onacHocTu oTBevanTe Yes. [JomkHo nosiBuTtbest okHo Cisco ASDM-IDM
Launcher, B KOTOPOM HYy>XHO BBECTM MM Nonb3oBaTtens v napornb. OctaBbTe 3TV NONSA NYCTbIMU, TaK KaK 3TU 3Ha4YeHWS
ele He Bbinn CKOHPUIrypupoBaHbI.

Cisco ASDM-IDM Launcher v1.5(71) o @ [

&, Cisco ASDM-IDM Launcher .1.:20

Enter username and password for 192,168, 1.1

Username: ||

Password:

[] Remember the username of the specified device on this computer

[ oK ]l Close I

Al

d. [Ons npogomkenus wenkHute OK. ASDM 3arpyanT TekyLuyto KoHdurypauuio B GUI.
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MosiBnsieTcs HavanbHbIN akpaH GUI, cogepxalmin pasnmyuHble o6nacTti n napameTpbl. MeHio B BepXHel NeBow YacTu
3KpaHa coaepXuT TpM OCHOBHbIX pa3gena:: Home, Configuration n Monitoring. Pazgen Home saBnsietca pasgenom

MO YMOSYaHMIO U COCTOUT U3 ABYX MHAPOPMaLMOHHbIX NaHenew: Device u Firewall. OkpaHOM Mo ymonyaHuio SBnseTcs
nHopmaLumoHHas naHenb Device, Ha koTopon oTobpakaeTcs HhopMaums 06 YyCTpoCTBe, HaNpUMep Tun

(ASA 5505), Bepcum ASA 1 ASDM, 06beM NaMaTn 1 PeXXNM MEXCETEBOro akpaHa (routed). Ha nHdopmaLumoHHowm
naHenu Device umeroTcsa NATL 30H:

o Device Information

o Interface Status
o VPN Sessions

o System Resources Status

o Traffic Status

MpumeyvaHue. Ecnn nosensietcs okHo Cisco Smart Call Home, BbibepuTte Do not enable Smart Call Home

1 HaxmuTte kHornky OK.

[ Cisco ASDM 7.4 for ASA - 19216811

=[]
File View Tools Wizards Window Help |
= AL LK
@ Home ()Ejﬂ Configuration [_’] Monitoring G Save @ Refresh o Back o Forward ? Help CISCO
_ | Home o
= e ard | ER Firewall Dashboard
z Device Information Interface Status -
] General | License Interface IP Address/Mask Line Link Kbps
& inside 192.168.1.1/24 5
HostName: ciscoasa e i ! © w O w o
ou no ip address
ASA Version: 9.2(3) Device Uptime: 0d 1h 5m 37s ' b adern O uw O w
ASDM Version: 7.4(1) Device Type:  ASA 5505
Firewal Mode: Routed Context Mode: Single
Total Flash: 128 MB Total Memory: 512 MB
Select an interface to view input and output Kbps
VPN Sessions Traffic Status 1
IPsec: 0 Clientless SS5L VPN: 0 AnyConnect Client: 0 Details Connections Per Second Usage
System Resources Status .$
/
CPU Usage (percent)
/
80 o T T i o memag
7% 10:55 10:56 10:57 10:58
0 R, M UDP: 0 M TCP: 0 M Total: 0
T T T T u
10:53:02 10:565 10:56 10:57 10:58 ‘outside’ Interface Traffic Usage (Kbps)
Memory Usage (ME) T
400
Zeme | | 200 -
Latest ASDM Syslog Messages Og & X
ASDM logging is disabled. To enable ASDM logging with informational level, dick the button below.
Enable Logging
Device configuration loaded successfully. <admin> 15 @ f‘ 4/23/15 10:59:02 AM UTC

HaxmuTe kHomkm Configuration n Monitoring, 4To6bl NO3HaKOMUTBECS C MX PACMONOXEHNEM M YBUAETb

AOCTYyNHble onuun.
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Yactb 3:

Hactponka ocHOBHbIX napameTpoB ASA 1 MeXceTeBOro 3KkpaHa ¢ NoMoOLbI

macTtepa 3anycka ASDM

LWar 1: Bxoa B MeHIo kOHpurypaumm n 3anyck Startup Wizard.

a. B ctpoke meHio HaxxmuTe Configuration. ECTb 5 OCHOBHbIX 30H KOH(bMryprpoBaHus:

o

o

o

o

o

Device Setup
Firewall

Remote Access VPN
Site-to-Site VPN
Device Management

b. Mactep Device Setup Startup — nepsas goctynHas onums, Kotopas otTobpaxaeTcst No ymonyaHuio. O3HakoMbTeCh
C TEKCTOM Ha 3KpaHe, OMUCbIBaIOLLIMM MacTep 3anycka, a 3aTtem LenkHute Launch Startup Wizard.

[ Cisco ASDM 7.4 for ASA - 192168.1.1 =5 (o ===

File

@ Home ()g:a Configuration E] Monitoring L] Save Refresh 0 Back d Forward ? Help CISCO
> I >

[2] || Device Setup GINAN | Configuration > Device Setup > Startup Wzard o
B3 Interfaces
-
+-43+ Routing Click the “Launch Startup Wizard” button to start the wizard.
(.}Q Device Name/Password

[ Boolanarks

View Tools Wizards Window Help e £ ||| [} ||
[ i

11-(Z) System Time
Startup Wizard
The Cisco ASDM Startup Wizard assists you in getting your
Cisco Adaptive Security Appliance configured and running. Use
this wizard to create a basic configuration that enforces
security policies in your network.

The Startup Wizard can be run at any time and will be initialized
with values from the current running configuration.

g% Device Setup

- Firewall
¢2a
gé Remote Access VPN
Ze Site-to-Site VPN
A=
@ Device Management
» [ Launch Startup Wizard
<admin> 15 (&) |4/23/15 1211:02PMUTC
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LWar 2: HacTpoika umeHu xocta, LOMEHHOIro UMEHU U Naposi NPUBUNErMpoBaHHOro focTtyna.
a. Ha craptoBom akpaHe macTtepa Startup Wizard nameHuTe CyLLEeCTBYHOLLYIO KOHUIypaLmio UM BepHUTE 3aBOACKME

HacTponku ansa ASA. Y6eautech, 4to BbibpaHa onuma Modify Existing Configuration, n HaxmmTe Next, 4yTobbl
NPOAOIIKUTB.

Startup Wizard

Starting Point (Step 1 of 9)

Choose a starting point for the wizard.

@ Modify existing configuratiors

() Reset configuration to factory defaults

Configure the IP address of the management inter...
IP Address: [192.168.1.1

Subnet Mask: [255.255.255.0

< Back Finizh
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b. Ha akpaHe Startup Wizard Step 2 yctaHoBuTe nms xocta ASA CCNAS-ASA 1 JoOMeHHOe UMa cchasecurity.com.
YcTaHoBuTe dnaxok Anst U3BMeHeHUs Napons NPUBUNENMPOBaHHOIO pexrnmMa, U3MeHUTE ero ¢ NycToro Ha cisco12345,
3aTeM NOBTOPHO BBEAMTE ero Ans noateepxaeHus. Nocne BBoga Bcex 3Ha4YeHun Haxmute Next, 4Tobbl NpoaokUTb.

Startup Wizard Basic Configuration (Step 2 of 9)

[7] Eonfigure the device for Teleworker usage

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP)
requires that your host uses DHCF, you may need to use the device name supplied by the ISP
ag the host name of the ASA.

ASA Host Mame: |CCMAS-ASA

Domain Name: ccnasecurity. com

Privileged Mode (Enable) Password
The privileged mode {(enable) password is required to administer the ASA using ASDM or
the Command Line Interface (CLI).

Change privileaed mode (enable) password
Old Password:
Mew Password: TG

Confirm MNew Password: sssssssssse

[ < Back ][ Mext = ][ Finizh l [ Cancel ] [ Help ]
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LWar 3: HacTpoika BHELWHUX U BHYTPeHHUX uHtepcencor VLAN.

a. Ha akpare Startup Wizard Step 3 nponssoauTcsi HacTporika BHELLHUX U BHYTpeHHUX ceTert VLAN. He namensante
TEKyLLMe HaCTPOWKK, Tak Kak OHM yxe Bbinm onpegenexbl ¢ noMopto CLI. BHyTpeHHssi ceTb VLAN nmeet ums
inside, a ans ypoBHs 6e3onacHoCcT ycTaHoBMNeHo 3HaveHne 100 (HaumBbicwuuin). MHTepdenc BHewHen cetn VLAN
HasbiBaeTcs outside, a Ansa ypoBHSA 6e3onacHOCTM ycTaHOBMNEHO 3HayYeHue 0 (HanmeHbLlumnin). Haxmunte Next,
4TO6bI NPOACIKUTD.

Startup Wizard Interface Selection (Step 3 of 9)

Logical YLAM interfaces can divide the eight, Fast Ethernet switch ports of the ASA 5505 into
separate, Layer-3 network groups. Switch ports exchange packets at Layer 2 if they are on
the same VLAM. Choose or create VLAN identifiers to define these logically named networks.

Outside VLAN
vlan2 v = Interface Name: outside;
() Create new VLAN |3 Security Level: 0
Inside VLAN
@ Choosea VLAN  |wlanl = | e eble VLA Interface Name: inside;
@) Create new VLAN |4 Security Level: 100

l < Back ][ Mext = ” Finish ] [ Cancel ] [ Help ]
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b. Ha akpane Startup Wizard Step 4 (Switch Port Allocation) y6egutecb, 4to nopT Ethernet0/1 BbiaeneH ans
BHyTpeHHel VLAN 1, a nopTt Ethernet0/0 — gns BHewHen VLAN 2. HaxxmuTe Next, 4Tobbl NpoaormkuTb.

Startup Hizard switch Port Allocation (Step 4 of 9)

“ Allocate physical switch ports to each logically named VLAM.

Switch Ports for Outside VLAN (vlanZ2)

Available Ports Allocated Ports
- -
Ethernetld/2
Ethernetd/3
Ethernetd/4
Ethernetd/s

Ethernetl/a
Ethernetd/7

=< F.emaove

Switch Ports for Inside VLAN (vlan1)

Available Ports Allocated Ports
s s
Ethernetd/2
Ethernetd/3
Ethernetd/4
Ethernetd/5

Ethernetd/a
Ethernetd/7

<< Remove

[ < Back ][ Next > ][ Finish ] [ Cancel ] [ Help ]
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C.

Ha akpaHe Startup Wizard Step 5 (Interface IP Address Configuration) BBeaute BHewHui IP-agpec 209.165.200.226
1 macky 255.255.255.248. [Ins Bbibopa Macku MOXHO UCMONb30BaTh packpbiBatoLleecst MeHto. OcTtaBbTe IP-agpec

BHYTpPEHHero uHtepdeiica 192.168.1.1 ¢ mackow 255.255.255.0. Haxxmute Next, 4To6bl NpOAONIKUTb.

Startup jﬂizard

Interface IP Address Configuration (Step 5 of 9)

Assign IP addresszes to each named VLAN.

Qutside IP Address

@ Use the following IP address

IP Address: |209,165,200,225 Mask: |255,255,.255.298 -

() Use DHCP Obtain default route using DHCP

() Use PPPoE
Inside IP Address

(@) Use the following IP address
IP Address: |192,168.1.1 Mask: |255,255.255.0 -

(7 Use DHCP Obtain route using DHCP

(") Use PPPoE
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LWar 4: Hactpornka DHCP, npeo6pa3oBaHus agpecoB u agMUHUCTPAaTUBHOIO AocTyna.

a. Ha akpaHe Startup Wizard Step 6 (DHCP Server) yctaHoBute dnaxok Enable DHCP server on the inside interface.
BeeguTte HavanbHbI IP-agpec 192.168.1.31 u koHeuHbIN IP-agpec 192.168.1.39. Beeaute agpec cepsepa DNS 1
10.20.30.40 1 gpomeHHoe nmsa ccnasecurity.com. HE yctaHaenueante dnaxok Enable auto-configuration from
interface. Haxxmute Next, 4ToObl IPOOOIIKNTL.

Startup Wizard DHCP Server (Step 6 of 9)

The ASA can act as a DHCP server and provide IP addresses to the hosts on your inside
network. To configure a DHCP server on an interface other than the inside interface, go to
Configuration > Device Management > DHCP > DHCP Server in the main ASDM window.

Enable DHCP server on the inside interface

DHCP Address Pool
Starting IP Address: |192.168.1.31 Ending IP Address: |192.168.1.39
DHCP Parameters
DNS Server 1: 10.20.30.40 DNS Server 2:
WINS Server 1: WINS Server 2:
Lease Length: sec  Ping Timeout: ms
Domain Name: ccnasecurity.com

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS
and domain name. The values in the fields above take precedence over the auto-configured
values.

[] Enable auto-configuration from interface:

outside

[<Back ][Next> ][FinishHCanceJ ] [Help]
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b. Ha akpaHe Startup Wizard Step 7 (Address Translation (NAT/PAT) Haxxmute Use Port Address Translation (PAT).
Mo ymonuaHuio ncnoneayetcs |IP-agpec BHelwwHero nHtepderica.

MpumeyaHue. Bbl Takke MoXeTe HazHauMTb KOHKpeTHbIV IP-agpec ana PAT nnn ananasoH agpecos ans NAT.
HaxmunTte Next, 4Tobbl NPOAOIMKNTD.

Startup Wizard Address Translation (HAT/PAT) (Step 7 of 9)

Select Port Address Translation (PAT) to share a single external IP address for devices on the
inside interface. Select Network Address Translation (MAT) to share several external IP
addresses for devices on the inside interface. Select the first option, if no address translation
iz desired between the inside and outside interfaces.

This NAT configuration applies to all the traffic from the inside interface to the
outside interface.

(7 Mo Address Translation

(@ Use Port Address Translation (PATE

(@ Use the IP address on the outside interface

() Spedfy an IP address

IF Address:
(7 Use Network Address Translation (MAT)

IP Address Range:

[ < Back ” Mext = ][ Finish ] l Cancel ] [ Help ]
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c. Ha akpaHe Startup Wizard Step 8 (Administrative Access) goctyn HTTPS/ASDM HacTpoeH B HacTosiLLiee BpeMs
[Ansi XOCTOB BO BHYTpeHHen ceTn 192.168.1.0/24. fobaBbTe goctyn no SSH k ASA 13 BHyTpeHHel cetn 192.168.1.0
C Mackol nogceTn 255.255.255.0. [lo6aebTte goctyn no SSH k ASA u3 xocta 172.16.3.3 BO BHELLUHEW CETU.
Y6eautech, 4To ycTaHoBneH dnaxok Enable HTTP server for HTTPS/ASDM access. Haxmute Next, 4ToObI

NpoOAOITIXNTD.
Startup Wizard Administrative Access (Step B of 9)

Specify the addresses of all hosts or networks, which are allowed to access the ASA using
HTTPS/ASDM, 55H ar Telnet.

Mask/
Type Interface IF Address T =
it
I-HTPSIASDM inside 192.168. 1.0 255,255,255.0

mSIde 192.168.1.0 255.255,255.0
T e eas 255.255.255.255

Enable HTTF server for HTTPS/ASDM access

Disabling HTTF server will prevent HTTPS/ASDM access to this ASA.

[] Enable ASDM histary metrics

| <Back || Next > | Finish | [ cancel | | Help |
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LWar 5: NpoBepka cBogHOW MHOpPMaLMKU U OTNIpaBKa KOMaHA Ha ASA.

a. Ha akpaHe Startup Wizard Step 9 (Startup Wizard Summary) npocmoTpute cBoAHY MHOPMaLMIO
no koHdurypaumu (Configuration Summary) n HaxmuTe Finish. ASDM nepepacT komaHAabl Ha ycTpoincTeo ASA,
a 3aTem nepesarpy3unT U3MEHEHHY0 KOHUIrypaumio.

MpumeyvaHue. Ecnv Bo Bpems nepesarpysku avanoroBoe okHo nHtepdenca GUI nepectaHeT pearvpoBathb,
3akpowiTe ero, Beingute n3a ASDM u nepesanyctute 6paysep n ASDM. Npu nonyyeHun 3anpoca Ha coxpaHeHve
KOHuMrypaumm Bo dnew-namaTb oTBeTbTe Yes. [Jaxe ecnu Bam kaxetcs, 4to ASDM He nepesarpy3aun
KOHUrypaumio, cnegyet MMeTb B BUAY, YTO kOMaHabl 661y oTnpaBneHsl. Ecnn Bo BpeMs nepefayn komaHz
13 ASDM npowusoLunu owmnbky, 6yaeT BoiBeAeH CNMCOK KOMaHL, BbIMOIHEHHbIX YCMELWHO, a Takke C OLUMGKON.

Startup Wizard Startup Wizard Summary (Step 9 of 9)

You have completed the Startup Wizard. To send your changes to the ASA , dick Finish. If you
want to modify any of the data, dick Back.

Configuration Summary:

Host Name: CCNAS-ASA
Domain Name: ccnasecurity.com

Switch Port Allocation:
Qutside Interface (vlan2): Switch Ports - Ethernet0/0,
Inside Interface (vlan1): Switch Ports - Ethernet0/1,Ethernet0/2,Ethernet0/3,Ethernet0/4,E

Qutside Interface(vlan2):
outside, 209.165.200,226

Inside Interface(viani):
inside, 192.168.1.1

DHCP Server is enabled on Inside interface. Pool : 192,168.1.31 - 192.168.1.3%
PAT is configured on inside interface.

Administrative access to the device:
HTTPS/ASDM access for 192.168.1.0 through inside
SSH access for 172.16.3.3 through outside
SSH access for 192, 168. 1.0 through inside

< T} | »

Next > |[Fiih | [(Cancel | [ ]

b. TMepesanyctute ASDM 1 ycTaHOBUTE HOBbIM NAPOSb MPUBUIEMMPOBAHHOIO JOCTyNa Cisc012345 (Mmsa nonb3oBaTtens
He BBOAUTE). BepHutech Ha nHdopmaumoHHyto naHens Device n npoBepbTe MHOpMaLmio B OkHe Interface Status.
Tam JOoSKHbI ObITb MEpPeYMCcreHbl BHYTPEHHNE U BHELLHNE MHTEpPdENChl CO cBouMU IP-agpecamm n COCTOSIHUEM.
[nsa BHyTpeHHero nHTepdenca AomkHa ObiTb NOKa3aHa CKOPOCTb Nepeaayn B kout/c. B okHe Traffic Status moxeTt
oTobpaxatbcsa goctyn ASDM kak Bcnneck Tpadgmka TCP.

LLar 6: NMpoBepka gocTyna K BHeWHeMy Beb-canty ¢ komnbtotepa PC-B.

a. Ha komnbiotepe PC-B oTkpoliTe 6paysep n BBeaute IP-agpec nitepdenica G0/0 mapupytmsatopa R1
(209.165.200.225) Ana nmMuTaumMmn 4ocTyna K BHeLHeMy Beb-canTy.
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b. HTTP-cepBep Ha mapLupyTu3datope R1 6bin BkNtoYeH B YacTu 1. Bbl 4OMKHBI NONYYUTb 3aNpoc Ha ayTeHTUMKALMIO
none3oBaTens 13 gucnetyepa ycrtponcts R1 GUI. BeeauTe nma nonbsosatens admin01 u naponb adminOlpass.
3akpowite Gpay3sep. Bbl omkHbl BUAeTb akTuBHOCTb TCP Ha nHdopmaumonHon naHenn ASDM Device B okHe
Traffic Status Ha rmaBHoOW cTpaHuLe.

LWar 7: NpoBepka gocTyna K BHelWWHeMy Be6-canTy ¢ ucnonb3oBaHmem ytunutbl ASDM Packet Tracer.
a. Bblbepute Tools > Packet Tracer.

BeibepuTe nHTepdeiic inside B packpbiBatowemcs MeHio Interface n TCP B o6nactu Packet Type.

B packpbiBatoemcsi meHto Source Bbibepute IP Address v BBegnTe agpec 192.168.1.3 (PC-B). ina Source Port
BBeauTe 3HadeHune 1500. B packpbiBatoemcs meHto Destination Beibepute IP Address n Beegute 209.165.200.225
(R1 Fa0/0). Ans Destination Port BBegute 3HaveHne HTTP. HaxmuTe Start ans 3anycka ceaHca TpacCUpOBKU
naketa. lNakeT gonmkeH 6bITb pa3peLueH.

Cisco ASDM Packet Tracer - 192.168.1.1 o ===

Select the packet type and supply the packet parameters. Click Start to trace the packet.
Interface: |inside | Packet Type @ TCP () UDP (&) ICMP @ IP

O, Start
Source: P Address ~ | [192.168.1.3 Destination: P Address ~ | |209,165.200.225 l\—]

Source Port: | 1500 » | Destination Port: | http - By Clear

Show animation

1 iy (29

I.ODh.Ipl IP Options | HOFI'—LII'-‘II‘1 NMTI.ODh.Ipl NMTI.ODIEI.Ipl IP Options Flowr | outside
Lookup Lookup areation

s m.mmpl NAT

€8] 03]

Phase Action
+] ACCESSHIST
+ ROUTE-LOOKLP
| MAT
+ MAT
+ IP-OPTIOMNS
+ HOST-LIMIT
+ MAT
| MAT
+ IP-OPTIONS
+ FLOW-CREATION
—|RESULT - The packet is allowed.

L

m

A N L

Input Interface:  inside Line § Link @
Output Interface:  outside Line & Link @
Tnfn:

& Close H 2 Help J
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c. Haxwmute Clear gns cbpoca BBeAeHHbIX AaHHbIX. HacTpoliTe Apyroi ceaHc TpacCcMpoBKUX: BbiIbepuTe B packpbiBato-
wemca meHto Interface nyHkT outside, octaBbTe TCP B kauecTBe TuNa nakeTa. B packpbiBatlowemcs MeHo Sources
BblGepuTe IP Address, BBeaute agpec 209.165.200.225 (R1 G0/0). Ansa Source Port BBegute 3HaueHne 1500.

B packpbiBatoemcsi meHto Destination Boibepute IP Address, Beeaute 209.165.200.226 (BHELLHWIA UHTEPdENC
ASA). Ainsa Destination Port BBegnTe 3HayeHue telnet. HaxmuTe Start ans 3anycka ceaHca TpacCUMpPOBKM MakeTa.
MakeT gomkeH 6bITb 0TOPOLLEH. Haxxmute Close ans npogosmkeHus.

[

Cisco ASDM Packet Tracer - 192.168.1.1 = =
Select the packet type and supply the packet parameters. Click Start to trace the packet.
Interface: |outside - | Packet Type @ TCP (O UDP (O ICMP (O IP
) Start
Source: IP Address w | |209,165,200.225 Destination: IP Address w | |209,165,.200.225

Source Port: | 1500 + | Destination Port: | telnet - % Clear

Show animation

_____ o]
outside  Access st Route | Access list |
Lookup Lookup Lookup
Phase Action
+ ACCESS-IST b
+ ROUTE-LOOKUP b
+ ACCESS-IST (%]
=|RESULT - The packet is dropped. (%]
|— Input Interface:  outside Line & Link
Output Interface: NP Identity Ifc Line @ Link @
Info: (ad-drop) Flow is denied by configured rule
&) Close ‘ I ? Help
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YacTtb 4: HacTtponka napametpoB ASA B MeHI0 KOHcurypauum ASDM

B yeTBepTOM YacTn HeOBXxoANMO YCTaHOBUTL Bpems Ha ASA, HaCTpPOUTbL MapLUPYT MO YMOMYaHWIo, NPOBEPUTL CBA3b
¢ nomoLbio komang ASDM ping u traceroute, HacTpouTb NoKanbHyO ayTeHTudrKaumio nons3osartenen AAA, npoeepuTtb
[ocTyn no SSH 1 M3MEeHUTb MNOMUTUKY MHCNEKTUPOBaHUSA npumeHeHnsa MPF.

Lar 1: YcTtaHOBKa AaTbl U BpeMeHU Ha ASA.
a. Ha akpaHe Configuration oTkponte meHto Device Setup n BbibepuTte System Time > Clock.

BribepuTe cBOK BpemMeHHyt0 30HY (Time Zone) B packpbiBaloLLEMCS CMNCKE Y BBEAMTE B COOTBETCTBYIOLLME MOSS
Tekywyto aaty u Bpems. (Mcnonb3yeTcs 24-yacoBon hopmat BpemeHu.) Haxxmute Apply anst otnpasku komaHg Ha ASA.

Cisco ASDM 7.4 for ASA - 19216811 = ECR =
File View Tools Wizards Window Help Type topic to search Go
alaln
@ Home Jw_é} Configuration U Monitoring G Save @Raﬁssh o Back d d J_‘) Help CISCO
[=] | Device Setup 4 | Configuration > Device Setup > System Time > Clock o
O
’ l‘ f:;ur;i;\zard Configure the ASA date and clock.
E || E-43 Routing
= (JO Device Name Password Time Zone: | (GMT-07:00) Dawson Creek, Phoenix -
F -2 System Time
1" Y o oate
QNP Apr 23, 2015 -

Time: 14 |: 21 : 59 | hh:mm:ss (24-hour)

Update Displayed Time 1‘

&9 Device Setup
@_—) Firewall
!'.’7, é Remote Access VPN

€24 Site-to-site VPN

@ Device Management

¥
g
o
]

<admin> 15 E R B 4315 222222PMUTC
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LWar 2: HacTporka ctatM4ecKkoro mapLipyta no ymonyanuto ansa ASA.
a. B meHio ASDM Tools Beibepute Ping n BBeauTe IP-agpec nHtepdenca S0/0/0 mapwpyTtusatopa R1 (10.1.1.1).

B ASA HeT mapLupyTa N0 YMOMYaHWIO K HEM3BECTHbLIM BHELLUHUM CeTAM. DX0-3anpoc (ping) AOMKEH 3aBepLUMTbCS
cboem, Tak kak y ASA HeT mappyTa k 10.1.1.1. Haxmute Close ansg npoaonmkeHus.

(5} Ping =

Packet Type: @) ICMP = TCP
Destination

IP Address or Hostname: |10.1,1.1 I Part:

Source
Interface (optional): | —MNone — - |
IP Address {optional):
Port: 2) Random port Starting port:

Repeat{optional):

Timeout{pptional):
Ping Output:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, imeout is 2 seconds:
Mo route to host 10.1.1.1

Success rate is 0 percent {0/1)

Clear Output

’ Ping ] l Cloze ] l Help ]

b. Ha akpaHe Configuration oTkpowite meHto Device Setup v BeibepuTe Routing > Static Routes. WenkHute IPv4
Only n HaxkmuTe Add, 4Tobbl JO6aBUTL HOBBIN CTAaTUYECKUIA MapLUPYT.
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c. B amanorosom okHe Add Static Route BeibepuTe nHTepdeiic outside B packpbiBatoemMcs cnucke. Haxmute KHOMKy
Bbibopa crnpasa oT Network, Boibepute any4 B cnucke ceteBbix 06bekToB 1 Haxxmute OK. MNpu BeiGope any4
BbINONHseTCs npeobpasoBaHne B MapLLPYT U3 «4eTbipex Hyneny. B none Gateway IP BBegute 209.165.200.225

(nHTepdrenc GO/0 mapwpyTtusaTtopa R1).

Add Static Route =

Interface: _outside
Metwork: any4

Gateway IP: 2D9.165.2IZID.225| Metric: |1

B &)=

Options

@ Mome

) Tunneled (Default tunnel gateway for VPN traffic)

~) Tracked
Track ID: Track IF Address:
SLA ID: Target Interface: |inside

d. Haxmute OK > Apply ansa otnpasku komaHg Ha ASA.
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e.

[Ej Cisco ASDM 7.4 for ASA - 19216811
File View Tools Wizards Window Help

Type topic to search

[E=SEoR =X

@ Home E’“;I Monitoring B Save GRET’resh o Back \) Forward ? Help

Cisco

[ || Device Setup o ®  Configuration > Device Setup > Routing > Static Routes

] -
- & IS:;:];-:(\:‘:HC' Spedify static routes.
54+ Routing Both (@) IPv4only

Filter: ) IPv6 only

452 tic Routes
-4 Route Maps
- f=g IPV4 Prefix Rules
-4y OSPF
(44 OSPFv3
-4 RIP
&-4g, EIGRP
442, BGP
G Multicast
_..[49 Proxy ARP/Neighbor Discove
o Device Name/Password
=] e System Time
) Clock
: e NTP

< | m r
&) Device Setup
% Firewall

€7 Remote Access VPN

Site-to-Site VPN

Netmask/ Metric/
Interface IP Address T Dictorace

outside 10000 [0.0.0.0 ___1205.165.200.225 1 iltone |

Gateway IP Options

51 Bookmarks

|

Delete

E) Device Management

& =

» Apply

Configuration changes saved successfully. <admin> 15

B |4f23/15 7:38:52 AM MST

B meHio ASDM Tools Bbibepute Ping 1 BBegute IP-agpec nHtepdernca S0/0/0 mapwpyTtusaTtopa R1 (10.1.1.1).
Ha 3ToT pa3 ax0-3anpoc AomkeH BbiTb BbINOMNHEH ycnelwHo. Haxmute Close ana npogormkeHus.

sl

(& Ping
Packet Type: @ ICMP © TCP
Destination
IP Address or Hostname: |10.1.1.1 Port:
Source
Interface {optional): :— MNone — -

IP Address (optional):

Port: (@) Random port Starting port:
Repeat(optional): Timeout{optional):
Ping Output:

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent {5/5), round-trip min/avg/max = 1/1/1ms

Clear Qutput

Ping | [ Close ] [ Help ]
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f. B meHio ASDM Tools Bbibepute Traceroute n BBeauTe IP-agpec BHelwHero xocta PC-C (172.16.3.3). Haxmute

Trace Route. KomaHga TpaccupoBku MapLupyTa AoSmkHa ObiTb YCNELIHO BbINOMIHEHa U nokasaTtb nepexonbl oT ASA
yepes MapLupyTtusatopbl R1, R2 n R3 k xocty PC-C. Haxmunte Close ansa npogorkeHus.

[ Traceroute @
Host Name or IP Address: |172.16.3.3

Optional Parameters

Timeout: (default: 3 sec) || Spedify source interface or IP address
Port: (default: 33434) ) Source Interface |inside
Probe: (default: 3) Source IP
Min. &Max. TTL: (defaults: 1and 30) [7]Reverse resolve [ Use ICMP
Traceroute Output
Type escape sequence to abort. G

Tradng the route to 172.16.3.3

1 209.165.200.225 0 msec 0 msec 0 msec

2 10.1.1.2 10 msec 20 msec 10 msec

3 10.2.2.1 30 msec 20 msec 30 msec =
4 172.16.3.3 30 msec 20 msec 30 msec

Clear Output |

LWar 3: Hactpoka ayteHTUbmkaunm nonb3oBatenenn AAA ¢ ncnonb3oBaHUEM JIOKarNlbHOM 6a3bl JaHHbIX ASA.

Bknitounte dyHKuMIo ayTeHTUdmKaummn none3osartenent AAA ansa goctyna Kk ASA no SSH. Bel paspelumnu goctyn k ASA
no SSH u3 BHyTpeHHeN ceTu u ¢ BHelwHero xocta PC-C npu 3anycke mactepa Startup Wizard. YTo6bl pa3pelumTb
agMuHucTpaTtopy goctyn k ASA no SSH, Heob6xoanmo co3faTh Nonb3oBaTenNs B NIOKanbHou 6ase AaHHbIX.

a. Ha akpane Configuration B obnactu Device Management Haxxmute Users/AAA. Boibepute User Accounts > Add.
CospanTe HoBoro none3osatens ¢ umeHem admin01 n naponem adminOlpass. [na noaTBEpXAeHWA napons BBeauTe
ero noBTopHo. [MpegocTaBbTe 3TOMY MONBL30BATENH NONHLIN goctyn — Full access (ASDM, SSH, Telnet n koHconb) —

1 npuceonTe emy yposeHb npusunerun 15. Haxwvute OK, ytobbl fo06aBWTh Nonb3oBaTtens, a 3atem Apply ans
OTnpaBkn kKoMaHabl Ha ASA.

@ Add User Account

~Public Key Authentication
Public Key Using PKF
&-VPN Policy

(=l

Username: admin0 1

Password: [r—

Confirm Password: | ==

|| User authenticated using MSCHAP

m

Access Restriction
Select one of the options below to restrict ASDM, SSH, Telnet and Console access.
MNote: All users have network access, regardless of these settings.

@) Full access{ASDM, SSH, Telnet and Console)
Privilege level is used with command authorization.
Privilege Level: | -
~) CL login prompt for SSH, Telnet and console (no ASDM access)
This setting is effective only if "aaa authentication http console LOCAL™ command is configured.

No ASDM, SSH, Telnet or Console access

This setting is effective only if “aaa authentication http console LOCAL® and “aaa authorization exec” commands are configured.

i

Find: D next @ Previous

| oK H Cancel H Help
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b. Ha akpaHe Configuration B o6nactu Device Management HaxmuTe Users/AAA. Haxmute AAA Access. Ha Bknagke
Authentication yctaHoBUTE (hnaxok, 4Tobbl TpeboBaTh ayTeHTUdMKaUMIo Ans nogknodeHnn no HTTP/ASDM n SSH,
n ykaxxute rpynny cepsepos LOCAL ans kaxgoro Tuna nogknodenus. HaxvuTte Apply ana otnpasku komaHg Ha ASA.

[E Cisco ASDM 7.4 for ASA - 19216811 =N BR[|
File View Tools Wizards Window Help Type topic to se Go
. ol
@ Home C}Ej,} Configuration [J Monitoring [3 Save @Reﬁesh o Back J Forward "9 Help CISCO
- ]
Device Management a 7 Configuration > Device Management > Users/AAA > AAA Access > Authentication [m]
+ [ﬁ' Management Access
i - 83 Licensing Authorization ‘ Accounting
E ||@ m System Image/Configuration
8 ||& Logging Enable authentication for administrator access to the ASA.
©
- Smart Call-Home
LIl 3‘ Cloud Web Security Require authentication to allow use of privileged mode commands
-8l Users/AAA [] Enable Server Group: | LOCAL Use LOCAL when server group fails

.I% AAA Server Groups
&i5 LDAP Attribute Map

Require authentication for the following types of connections
E &' Authentication Prompt

: ii‘ []HTTP/ASDM Server Group: |LOCAL + Use LOCAL when server group fails
q' Dynamic Access Palicies Serial Server Group: |LOCAL Use LOCAL when server group fails
g User Accounts
Password Policy [¥]ssH Server Group: |LOCAL Use LOCAL when server group fails
Lo Change My Password
¥ Certificate Management [T] Telnet Server Group: |LOCAL Use LOCAL when server group fails
+- {5’ DHCP

- DNS

+- 7} Advanced
;_.';% Device Setup
% Firewall

(7;5 Remote Access VPN
g =

28 site-to-Site VPN

% Device Management

[ Reset |

oy

Configuration changes saved successfully. <admin> 15 @ E ‘E 4/23/15 8:09:22 AM MST

MpumeyvaHue. MNepen BbiNnonHeHWeM criegyownx aencteun B ADSM Heob6xoanmMo BOMTY B CUCTEMY MO, YHETHOW
3anucbto admin01 ¢ naponem adminOlpass.

LWar 4: Nposepka aoctyna k ASA no SSH.

a. Ha komnbiotepe PC-B oTkporite knneHT SSH, Hanpumep PuTTY, u nogkntoumTeck kK BHYTPEHHEMY UHTepdeicy ASA
no IP-agpecy 192.168.1.1. MonyynB 3anpoc Ha BXOA B CMCTEMY, BBeAMTE 1Msi nonb3oBaTtend admin0l1 v naponb
adminOlpass.

b. Ha komnblotepe PC-C otkpowTte knueHT SSH, Hanpumep PuTTY, 1 nonbiTaiTecb NOAKMIOYUTECS K BHELLHEMY
nHtepdericy ASA no agpecy 209.165.200.226. NonyynB 3anpoc Ha BXOA B CUCTEMY, BBEAUTE UMS Nonb3oBaTens
admin01 n naponb adminOlpass.

c. Mocne Bxoaga B ASA npu nomowm SSH BeeanTte komaHay enable 1 naponks cisco12345. Beegute komaHay
show run, 4ToObI NOKa3aTh TeKyLLYO KOHUIypauuo, co3aaHHyto npu nomoin ASDM.

Mpumeyanue. MNepuropa 6e3penctaus (idle timeout) Ansa SSH MOXHO M3MeHUTb. YTOObLI UIBMEHUTL 3HAYEHME 3TOTO
napameTpa, ucnone3ynte komanay CLI logging synchronous vnu Beibepute ASDM Device Management >
Management Access > ASDM/HTTP/Telnet/SSH.

LWar 5: U3ameHeHWe NONUTUKN MHCNEKTUpoBaHMA npumeHeHus MPF.

[ns MHCNEKTUPOBaHNS YPOBHS MPUIOXEHWI U BbINOMHEHWS APYrMX CINOXHbIX 3a4ad Ha ycTponcTBax ASA nmeetca
Cisco Modular Policy Framework (MPF).

a. [mobanbHasa nonuTUKa MHCNEKTMPOBaHMSA Mo ymonyaHuio He nposepseT ICMP. YTobbl XOCTbl BO BHYTPEHHEN CeTh
MOITM OTNPaBMsTh 3X0-3aMpOoChl HA BHELLHWE XOCTbl M NOMyYaTb OT HUX OTBETLI, HEOGXOAMMO UHCNEKTUPOBATL
Tpadhmk ICMP. Ha skpaHe Configuration B meHto B o6nactu Firewall Beibepute Service Policy Rules.
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C.

55 Cisco ASDM 7.4 for ASA - 19216311 fo e s

File View Took Wiards Window Help [rpe o o sereh o lah
Hmim

(@ Home | 0ffy Configuration L—j Monitoring | () save (@ Retresn | ) Bsck () Formarc ? Help cisco

o Addresses | Services | Time Ranges

[a] [ Firewal a a

Access Rules % Add - [ Edit [ Delete| 4+ & | ¥ B3 W - | Q Find [E3 Diagram 7 PacketTrace e ——
59 NAT Rudes % Add - W £dt i Oclete | @ where Used @ NotUsed
q Traffic Classification

g AAA Russ Fiter: Fiter|Clear
958 itar Rutes Name # Enabled Match  Source Src Security Group Destination Dst Security -

(E Public Servers =] Global; Palicy: global_policy Name

*E" URL Fitering Servers inspection_de... B3 Match =-Network Objects
&) Threat Detection @ any
& Identity Options @ anyd

g Identity by TrustSec @ any6

Bookmarks

& Objects
&y, Unified Communications
+) 73 Advanced 8 outside-network/29

é) Device Setup
% Frewal

% Remote Access VPN

83 Site-to-Site VPN

@ Device Management

<admin> 15 =] B |4/2315 41es3PmMuTC

Y106kl N3MEHWTL NpaBua MHCNEKTUPOBAaHKA MO YMOYaHuio, BbibepuTe nonntuky inspection_default u HaxxvmTe Edit.

B okHe Edit Service Policy Rule nepeviaute Ha Bknagky Rule Actions u yctaHosute dpriaxok ICMP. He navexsiite apyrue
NPOTOKOSbI MO YMOMNYaHMIo, KOTOpble OTMEeYeHb! doriaxkom. Haxxmute OK > Apply ansa otnpasku komaHg Ha ASA. Mpu
nonyyeHn 3anpoca BbiNonH1Te BXog kak admin01 n BBegmTe naponb adminOlpass.

Edit Service Policy Rule
| Traffic Classification | Default Inspections || Rule Actions |
Protocol Inspection | Connection Settings | Qo3 | NetFlow | User Statistics
[ select all inspection rules
[ cTigee -
[T pceERPC Configure...
DNS DNS Inspect Map: preset_dns_map
v
wr
H.323H.225 3
s
[CIHTTR Configure...
ICMP
[ 1CMP Error 4
s
M Configure...
IP-Options
[] 1PSec-Pass-Thru Configure. ..
[ 1Pws Configure...
[ Mmp Configure...
[ MGce Configure... .
[ OK ] [ Cancel ] [ Help ]

C komnbloTepa PC-B oTnpaBbTe 9x0-3anpoc (ping) Ha BHewHW nHTepdenc S0/0/0 mapwpyTtnsatopa R1 (10.1.1.1).
Ox0-3anpoc JOMKeH BbITb BLINOMHEH YCMELLHO.
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Yactb 5: Hactponka DMZ, ctatuyeckoro npeobpasoBaHusa NAT n ACL-cnuckoB

B TpeTben yactu Bbl HacTpounu npeobpasoBaHune agpecos ¢ nomoLubio PAT ansa BHyTpeHHel ceTu. B aTon vyactu
Heobxoammo co3gatb DMZ Ha ASA, HacTpouTb Ha cepBepe DMZ ctatnueckoe npeobpasoBaHue NAT, a 3atem
npumennTb ACL Ans koHTpons 4ocTyna K cepsepy.

War 1: HacTtpoika uHtepcenca ASA DMZ VLAN 3.

Ha gaHHoMm wware Heobxoaumo co3gatb HoBbI UHTepdperic VLAN 3 ¢ umeHem dmz, Ha3HaunTb omandeckuin nHTepdenc
EOQ/2 pns cetn VLAN, yctaHoBUTbL ypoBeHb 6e3onacHocTn 70 u orpaHMunTb nepefady AaHHbIX M3 3TOro nHTepdenca
Ha BHyTpeHHUI (VLAN1) nHtepdelic.

a. Ha akpaHe Configuration B meHto Device Setup HaxmuTe Interfaces. [No ymonuaHuio otobpaxaeTcsa Bknagka
Interface, Ha koTopon ykasbiBatoTcs BHyTpeHHue (VLAN 1, EO/1) n BHewHne (VLAN 2, E0/O) nitepdencel. Haxmute
Add gnsa cosgaHusa HOBOro nHTepdenica.

b. B gmanorosom okHe Add Interface Bbibepute nopt Ethernet0/2 n HaxvnTte Add. Bel nonyyuTe 3anpoc Ha usMeHeHue
MHTepdenca u3 BHyTpeHHen ceTn. Haxmute OK B 3TOM coobLueHunn, 4Tobbl yaanuTb NOPT U3 BHYTPEHHEro
MHTepdgeiica n gobaBnTtb ero B HOBbI UHTepdelic. B okHe Interface Name BBeanTte ons nHtepderica ums dmz,
Ha3HaybTe eMy ypoBeHb 6e3onacHocTu 70 n ybegmTech, YTo ycTaHoBMNEH dnaxok Enable Interface.

c. Y6eauTecs, 4yTo BbibpaHa onumsa Use Static IP, BBegute IP-agpec 192.168.2.1 u macky nogcetn 255.255.255.0.
Moka HE Haxwumarte kHonky OK.

[} Add Interface IEI

General | Advanced I IPvE

Switch Ports

Available Switch Ports Selected Switch Ports
Ethernetd/0 -

Etherneto)1
Ethernetd/3 =

Ethernetl/4
Ethernetd/s
Ethernetd/s A

Interface Name: |dmz
Security Level: |70

[ Dedicate this interface to management anly

Enable Interface

IP Address

(@) Use StaticIP () Obtain Address via DHCP (7)) Use PPPoE

IP Address: |192.168.2.1

Subnet Mask: |EEelaaiaa] -

m

Description:

0K ] [ Cancel ] [ Help
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kak VLAN ID 12. MNepengute Ha Bknagky Advanced u onpegenute

13 Apyrux uHTepdencos. Tak kak cepeepy DMZ He HY)XHO MHULMMPOBATL CBSI3b C BHYTPEHHMMU NONb30BaTENsMY,

B HTepdenc VLAN 1 (BHyTpeHHuI). B obnacTtu Block Traffic BbiGepute vianl (inside) B packpbiBatoLLemMcs MEHIO.

d. ASDM no ymon4aHuio HacTpouT 3TOT UHTEpdenc
a7oT MHTepdenc kak VLAN ID 3, nocne yero HaxmuTe kHonky OK, 4ytobbl 4o6aBuTL MHTEpdeiic.
MpumeyvanHue. Ecnu Bbl paboTtaeTte ¢ 6a3oBoi nuueH3anen Ha ASA 5505, Bbl MOXeTe co3faTb MakCUMyM Tpu
MMEHOBaHHbIX MHTepdenca. OgHako Bam NpuaeTCs OTKMIOYMTb CBA3b MEXAY TPETbUM UHTEPENCOM U OHUM
Bbl MOXETe OTKNIoYMTb nepeaady AaHHbIX Ha uHTepdencol VLAN 1.
e. Ha eknagke Advanced HyxHO 3abnokvupoBaTb Tpaduk, nepeaaBaemblii U3 aaHHoro nHtepdeinca VLAN 3 (dmz)
Haxmunte OK ans BosspaTa B OkHO Interfaces.
[ Add Interface
General | Advanced | [pys
MTU: 1500 VLANID: 3
MAC Address Cloning
Enter MAC addresses for the active and standby interfaces in hexadecimal format. Example: 0123,4567.89AB.
Active MAC Address: Standby MAC Address:
Block Traffic
Block traffic from this interface to:
oK | Cancel ] [ Help J
f.

YctaHoBuTe chnaxok Enable traffic between two

Kpome BHEeLIHUX 1 BHYTPEHHUX UHTEPENCOB, TEMEPb AOMKEH 0TOOpaXaTbCs HOBbIA MHTEPdENC C UMEHEM dmMz.

or more interfaces which are configured with the same

security levels. Haxwvnte Apply anst otnpaBku komaHa Ha ASA.

Cisco ASDM 7.4 for ASA -192.168.1.1

o |- B 3]
File View Tools Wizards Window Help pe topic Go
= ol l Il I LK}

@ Home OS& Configuration [ﬂ Monitoring D Save @ Refresh o Back w\_) Forward ? Help CISCO
[a] | Device Setup g 2 a

C’)@ Startup Wizard .
9 |y Interfaces | Switch Ports|
£ || +5+Routing 1 g
= + . . Security Subnet Mask Restrict | Add i
2 - :._JI ;tat;: l::u!es Name Switch Ports Enabled Level P Address Prefix Length Traffic flow -
B o m e insde  Ethemet0/1, Ethernet0/3, Et...  Yes 100 192.168.1.1 255.255.255.0 Edt

1 < OsPF outside Ethernet0/0 Yes 0 209.165.200.226 255.255.255.248 Delete

Dol e lewemenz | ve | mlsaisat B55.255.055.090 ian (nsde) (RS

& g RIP

(-9 EIGRP

) gt BGP

- 4@ Multicast

% Proxy ARP /Neighbor Discovery
Q){Q Device Name/Password
) system Time

© Clock

Qe

«

| m
. Device Setup

gj Firewal

(7
gé Remote Access VPN

‘ m

S;I Site-to-Site VPN

EID Device Management

oy

Device configuration loaded successfully,

© 2019 Komnanusa Cisco n/vnu ee govepHune komnaHuv. Bee npasa 3awmieH

[¥] Enable traffic between two or more interfaces which are configured with same security levels

[] Enable traffic between two or more hosts connected to the same interface

=

'admin01 15 =) &

4/24/15 11:08:45 AM MST
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MpumeyaHue. Ecnu npu npumeHeHnn koHdUrypaumm nHrepdernica dmz Ha ASA nosiButcsa okHo Error in sending
command, Hy>kHO ByaeT BpyyHyto oTnpaBuTb KoMaHay security-level 70 Ha VLAN 3 Ha ASA. 3akpolite OKHO
Error in sending command. C nomouubto ASA CLI otnpaBbTe komaHay security-level 70 Ha VLAN 3.

CCNA-ASA (config) # interface vlan 3
CCNA-ASA (config-if) # security-level 70
CCNA-ASA (config-if) # exit

Mocne Beoga komaHg, CLI auncnetyep ASDM npepnoxut o6HoBUTL 3kpaH. Mocne o6HoBneHus B ctonbue Security

Level onsa nitepdenca dmz gomkHO NosBUTECSA 3HaveHne 70.

Error in sending command

ASDM received messages below when one or more of the commands below were sent to the ASA, [OK]
@ means success, [ERROR] means failure, [INFO] means information and [WARNING] means warning

[OK] Interface vian3

Interface vlan3
[OK] no shutdown
[OK] no forward interface vian1
[OK] nameif dmz
[OK] ip address 192.168.2.1 255.255.255.0
[ERROR] Interface

No interface specified for interface_command

Interface
[ERROR] security-Jevel 70

securityJevel 70
A

ERRCR.: % Invalid input detected at '~ marker.

==

Close ‘

War 2: Hactpoika cepepa DMZ u ctatuyeckoro npeo6paszoBaHusa NAT.

Ons cornacoBaHusi fobasneHns cepeepa DMZ n Beb-cepBepa HyxHO GyaeT ucnonb3oBaTh ApYron agpec

13 Ha3Ha4YeHHoro ananasoHa agpecoB ISP 209.165.200.224/29 (.224-.231). NHtepdeiic GO/0 mappyTtusaTtopa R1
n nutepdenc ASA yxe ncnonb3aytoT agpeca 209.165.200.225 n 226. [ina poctyna k cepBepy ¢ npeobpasoBaHnem
agpecos Bbl byaeTe ncnonb3oBath 00WeaocTynHbIN agpec 209.165.200.227 u ctatudeckuin NAT.
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a. [ns onpegenenus cepepa DMZ n npegocraensiembix cepBucoB Bbibepute B MeHto Firewall onuuto Public Servers

n HaxxmuTe Add. B guanorosom okHe Add Public Server ykaxxute dmz B none Private Interface, outside B none
Public Interface n BBegute agpec 209.165.200.227 B none Public IP address.

() Add Public Server ==

Use this panel to define the server that you wish to expose to a public interface. You wil need to
specify the private interface and address of the server and the service to be exposed, and then the
public interface, address and service that the server will be seen at.

Private Interface: |dmz

Private IP Address:

Private Service:

ala|l

Public Interface: outside

Public IP Address: |209.165.200,227

alt

Options
Specify Public Service if different from Private Service. This will enable the static PAT.

Public Service (TCP or UDP service only)

CK || Cancel || Help

b. Haxmute kHonKy Beibopa cnpasa oT nons Private IP Address. B okHe Browse Private IP Address Haxmute Add, 4Tobbl

onpenenutb cepBep B kadecTBe ceTeBoro oobekTa (Network Object). Beegute nma DMZ-Server, B packpbiBatoLLEeMCS
meHio Type BbibepuTte Host, BBeaute 3HaueHus B nons IP Address (192.168.2.3) n Description (PC-A).

e

Add Network Object ==
MName: DMZ-Server
Type: Host -
IP Address: 192.168.2.3
Description: PC-A
MAT ¥
0K ] | Cancel | | Help
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c. B okHe Browse Private IP Address y6eautecs, 4to B none Selected Private IP Address otobpaxaetcsa DMZ-Server,

n Haxxmute OK. Bl BepHeTech B ananorosoe okHo Add Public Server.

[E) Browse Private IP Address
dp Add [ Edit ] Delete | Q Where Used @ NotUsed
Filter: Filter |Clear

3

Name IP Address

[=-Metwork Objects
2 DMZ-Server

Metmask Description Object MAT Ad...

Selected Private IP Address

Private IP Address -> DMZ-Server

[ Ok ” Cancel ]

d. B guanoroBom okHe Add Public Server HaxxmuTe kHOMKy BbIGOpa, pacnonoXeHHyto cnpasa ot nons Private Service.

B okHe Browse Private Service gBaxabl wenkHuTe cneayowue cepsuchl: tep/ftp, tep/http, icmp/echo,
nicmp/echo-reply (4ToGbl yBUAETE BCE CEPBUCHI, NCMONbB3YMTE Nonocy NpokpyTku). Haxmnte OK ans
npoaorkeHms 1 Bo3spaTta B gnanorooe okHo Add Public Server.

MpumeyaHue. Bl MmoxeTe onpenennTtb 06u.|,e/:|,00Tyng|e CepBUCHI, eClin OHM He coBnaaarT C YaCTHbIMU, NCNOSb3YA

onuuro Ha 3TOM 3KpaHe.

ﬁ Browse Private Service
& Add ~ B Edit i Delete | @ Where Used
Filter: Filter |Clear|
Name Protocol ~ Source Ports Destination Ports  [CMP Description
T8 s tep-udp  default (1-65535) 3020 -
i % discard tep-udp default (1-65535) 9
- J§% domain tcp-udp default (1-65535) 53
A tp-udp  default (1-65535) 7
- J&F http tp-udp  default (1-65535) 80
i §6 kerberos  tcpudp  default (1-65535) 750
- 35 nfs tep-udp  default (1-65535) 2048
18 pim-sutorp tcp-udp  default (1-65535) 496
) tep-udp  default (1-65535) 5060
- 8% sunrpc tepudp  default (1-65535) 111
- {f¥ tacacs tep-udp  default (1-65535) 49
- T6 talk tp-udp  default (1-65535) 517 T
w--‘altemate.‘. icmp & E
i J conversio,,, icmp 31 —
o ﬂ echo icmp 8
ST I I N
- glif informat.,. icmp 16
- i informat... icmp 15
- i mask-reply  icmp 18
- soli mask-req,.. icmp 17 h
Selected Private Service
top/fip, top/htip, icmp/echo, icmp/echoreply
ok ][ cancel
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e. [locne BBoaa Bcen nHdopmaumm B guanorosom okHe Add Public Server oHo AOMmKHO BbIrmsAeTb NPUMEPHO Tak,
Kak nokasaHo Hwxe. HaxmuTe OK, 4yTobbl fo6aBuTe cepBep. Ha akpaHe Public Servers HaxmuTte Apply, 4ToObl

oTnpaBuTb KoMaHabl Ha ASA.

[} Add Public Server

Use this panel to define the server that you wish to expose to a public interface. You will need to
specify the private interface and address of the server and the service to be exposed, and then the

public interface, address and service that the server will be seen at.

Private Interface:

Private IP Address:

Private Service:
Public Interface:

Public IP Address:

Options

[7] Specdify Public Service if different from Private Service. This will enable the static PAT.

Public Service

jdmz
DMZ-Server

cpjhttp, tepjfip, icmp6/echo, iompéechorepl

outside

209,165,200.227

(TCP or UDP service only)

l Ok ] [ Cancel

J

Help

War 3: NMpocmoTp npaBuna goctyna kK DMZ, creHepupoBaHHoro B ASDM.

a.

(5]

JIE) & [ |

E) [

Mocne co3pnanusa obbekTa «cepep DMZ» u Bibopa cepsucoB aucnetyep ASDM aBToMaTMyecku reHepupyeT

npasuno goctyna (ACL), pa3peluatolliee COOTBETCTBYIOLLMIA [OCTYN K CEPBEPY, U NPUMEHSIET ET0 K BHELLIHEMY
UHTEpelcy BO BXOASLLEM HanpaBneHNUM.

YT06bI yBUAETL 31O NpaBuno ACL B ASDM, BeibepuTe Configuration > Firewall > Access Rules. OHo 6yneT

rnokasaHo Kak BHellHee BxoAslee npasuno. [nsa BeiGopa npasunia 1 NpocMoTpa ero KOMNOHEHTOB UCMOMNb3yiTe
rOPU3OHTanNbHYIO NONOCY NPOKPYTKN.

(53 Cisco ASDM 7.4 for ASA - 192168.1.1
File View Tool Wizards Window Help

[2] | Firewall

Ac;essR.\.les

£ NAT Rules

@ Home Og} Configuration U Monitoring Qsave GReﬁesh oeadc \‘) Forward D Help

Confiquration > Firewall > Access Rules

a

@ add (2 edt [ Delete| + & | % B3 W | Q Find [ Diagram [} Export + (§) Clear Hits 3] Show Log &Y Pac

@ Service Policy Rules

o AAA Rules

98 Fiter Rules ul

[l Public Servers

~EL URL Filtering Servers
Threat Detection

¢ Identity Options

Identity by TrustSec
& Objects

Destination

&) Bookmarks

Unified Communications
417 Advanced

Destination Criteria:

@ Any less secure ne... ®p

@ Any less secure ne.,

L| DMZ-Server
' edla-replv
H http
=

Service Action Hits Logging  Time

Security Group

« Permit Ii

 Permit

g&_) Device Setup = @ Deny
% Firewall
@‘5 Remote Access VPN
gg Site-to-Site VPN
“ [ m | D
gg Device Management
. T

admin01 15

Addresses | Services | Time Ranges

Addresses

% Add - @ £t [ Delete | @ Where Used @ NotUsed

Filter:

Name

= Network Objects
@ any
@ any4
@ anys
o dmz-network/24
8| pDMZ-Server
afd inside-network/24
8 outside-network/29
8} 209.165.200.227

)] o

4/23/15 4:55:53 PMUTC

=5 Eon =<~
alaln
cisco

5 8 x

Filter |Clear

MpumeyaHme. Bel Takke MoOXeTe NOCMOTPETL CreHepUpOoBaHHbIe kKoMaHzkl B MeHto Tools > Command Line Interface

C NOMOLLbIO KOMaHAbl Show run.
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LWar 4: Nposepka goctyna k cepepy DMZ n3 BHelwlHen ceTwn.

a.

C komnbloTepa PC-C otnpaBbTe axo-3anpoc (ping) Ha IP-agpec obLenoctynHoro cepsepa co ctatndeckum NAT
(209.165.200.227). 3x0-3anpoc A0MmMKeH ObITb BbIMOMHEH YCNELLHO.

Tak kak ypoeHb 6e3onacHocT BHyTpeHHero nHtepdenca VLAN 1 ASA paseH 100 (HavBbICcLIMI), a UHTepderica
DMZ (VLAN 3) — 70, Bbl TaKke MOXeTe Nony4mTb JOCTyn K cepBepy DMZ ¢ xocTa 13 BHyTpeHHen ceTu. ASA
PYHKUMOHUPYET Kak MapLupyTu3aTop Mexay AByMs cetamu. OTnpaBbTe 3xo-3anpoc ¢ xocta PC-B (192.168.1.X)
BHYTPEHHEN ceTu Ha BHyTpeHHun aapec (192.168.2.3) cepeepa DMZ (PC-A). Ox0-3anpoc JOMKeH ObITb BbINOMHEH
ycnewHo 6rnarogapsi ypoBHo 6e30nacHoCTM MHTepderica u Tomy akTy, 4To Ha BHyTPEeHHEM nHTepderice

C NOMOLLbIO rnobanbHOM NONUTUKN BbINONHAETCS UHcnekTuposaHue ICMP.

Cepsep DMZ He MmoxeT BbINONHATL 3x0-3anpoc komnbloTepa PC-B Bo BHyTpeHHeN ceTn. 3TO 06BbACHAETCH TeM,

yTo MHTepdenc DMZ VLAN 3 nmeet 6onee HU3KnIM ypoBeHb 6E30MacHOCTK, U TeM (DakTOM, YTO BO BPEMS CO3aHus
uHtepderica VLAN 3 6bino Heobxoamnmo 3agaTe komaHay no forward. MonbiTakTeck 0TNpaBUTb 3X0-3aMnpoc C cepeepa
DMZ Ha PC-A Ha komnbtotep PC-B no IP-agpecy 192.168.1.X. 3T 3anpocskl JOMKHbI 3aBepLUaTbCs OLLMOKOW.

LWar 5: Ucnonb3oBaHue moHuTopuHra ASDM ansa oTcneXxuBaHMA aKTUBHOCTU NaKeTOB.

C nomoLubio 3KkpaHa Monitoring MoXHO oTCnexusaTb pasnuyHblie napameTpbl ASA. OCHOBHBIMU KaTeropysiMu Ansi 3Toro

akpaHa sBnstoTes Interfaces, VPN, Routing, Properties n Logging. Ha gaHHom ware Heobxoaumo co3aaTtb rpaduk ans
OTCNEXMBaHNSA aKTUBHOCTWN NAKeTOB 4S8 BHELLHEro nHtepdgenca.

a.

b.

Ha akpaHe Monitoring B MeHto Interfaces BbibepuTte Interface Graphs > outside. Boibepute Packet Counts

n HaxmuTe Add, 4tobel fo6aBuTb rpadmk. Ha pucyHke Hke nokasaHo, 4To gobaBneHa nHdopMaLuus 0 KonnyecTse
nakeToB (Packet Counts).

[ Cisco ASDM 7.4 for ASA - 19216811 =@
File View Tools Wizards Window Help e topic b sea Go
L alialn
@ Home (-)E_-;} Configuration Li] Monitoring Q Save @Reﬁash o Back g Forward ? Help CISCO
Interfaces o g Monitoring > Interfaces > Interface Graphs > outside (]
] ARP Table

Select one or more of the available graphs for the current graph type and add them to the selected graph list on the right. To display graphs for more than

3 [F DHCP one graph type, select another graph type in the tree on the far left and continue adding graphs to the selected graph list.
=] -~ ff# DHCP Client Lease Information
[l ¥ DHCP Server Table Up to four graphs can be displayed in one window. To use an already existing graph window, select the window title from the drop-down list below. To
'g DHCP Statistics display graphs in a new window, type in a new window title.
B IPVE DHCP Statistics
{i5' IPV6 DHCP Binding Graph Window Title: |Cisco ASDM 7.4 for ASA - 192,168, 1.1 - Graph (1) -
B Dynamic ACLs
-8 Interface Graphs Graph Selection
& dmz Available Graphs: Selected Graphs:
Bt sde i foce outic
§ Nm Packet Rates
i) IPv6 Neighbor Discovery Cache Bit Rates [ <<Remove
- PPPoE Client Drop Packet Count
Buffer Resources
Packet Errors
Miscellaneous
‘ m b Collision Counts
Input Queue
Interfaces Output Queue
¢ VPN
-
Qﬁ Routing
83 Properties
a—% Logging
=2 Show Graphs...
Data Refreshed Successfuly. ladmin01 15 ) 4/24/15 1:00:05 PM MST

Haxmute Show Graphs, 4To6bl nokasaTbk rpaduk. MisHavanbHo, Tpadgumk He oTobpaxaeTcs.
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c. B komaHgHoOIM cTpoke B NpMBUMErMPOBaHHOM PEXUME Ha MapLupyTmu3aTtope R2 cMogenvpymnte HTepHeT-Tpaduk,
noctynatowwmin Ha ASA, nytem oTnpaBkn 9xo-3anpoca Ha o6LeocTynHbIn agpec cepeepa DMZ ¢ konnyectsoM
noetopos 1000. Mpu Heo6X0AMMOCTM KONMYECTBO MOBTOPOB MOXHO YBENUYNT.

R2# ping 209.165.200.227 repeat 1000

Type escape sequence to abort.
Sending 1000, 100-byte ICMP Echos to 209.165.200.227, timeout is 2 seconds:

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrn

<output omitted>
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrt

Success rate is 100 percent (1000/1000), round-trip min/avg/max = 1/2/12 ms

d. Bkl gomkHbl yBUAETL pesynbTaTt 9X0-3anpocoB ¢ MapLupyTu3aTopa R2 Ha rpadvmke B Buae nokasatens Input Packet
Count. Macwtab rpacmka n3amMeHsieTcs aBToMaTUYECKN U 3aBUCUT OT 0Obema Tpadomka. Ecniv nepeiiTn Ha BKnagky
Table, To oaHHbIe Takke MOXHO OyaeT yBuaeTb B TabnuyHom chopmate. Obpatute BHUMaHUE, YTO ANs pexvma
npeactaenenns (View) B NEBON HXKHEN YacTu akpaHa Graph yctaHoBneHo 3HaveHue Real-time: gaHHble o6HOBNSOTCA
kaxxaple 10 cekyHa. LLlenkHnTe packpbiBaloLWMINCSt CMIMCOK, YTOObI YBMAETHL APYIYE AOCTYMHbIE OMNLMN.

e. OrnpasbTe axo-3anpoc ¢ komnbtotepa PC-B Ha nHTepdeinc S0/0/0 mappytmdatopa R1 no agpecy 10.1.1.1
C MCMonb30BaHWeM napamMeTpa —n (KonNM4ecTBo NakeToB) 1 ykaxxute 100 nakeTos.

C:>\ ping 10.1.1.1 -n 100

Mpumeyvanue. OtBeT oT MK ByaeT nonyyeH He o4eHb GbICTPO, U N3MEHEHNs Ha rpadmke B nokasaTtene Output
Packet Count MoryT nosiBuTbCs He cpady. Ha rpachumke Hxe nokasaHbl gononHutensHole 4000 BXoAsLLMX NAKETOB,
a TaKkke KONM4YeCcTBO BXOAALLINX U UCXOOSALMX NaKeToB.

Cisco ASDM 7.4 for ASA - 192.168.1.1 - Graph (1) ol -@ =)
File Window Help
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Fnaea 10. JlabopaTtopHas pa6oTta A

Bon PoCbI AnA NnoBTOPEeHUA

1. Tlepeuyncnure HekoTopble NpeumyLLecTBa ucnonb3oaHmsa ASDM no cpaBHeHuto ¢ CLI.

2. TepeuyncnuTe HeEKOTOPbIE NMPeMMyLLLeCcTBa Ucnonb3oBaHnst CLI no cpaBHeHnto ¢ ASDM.

CBopgHasa Tabnuua no nHTepdencam mapLupyTM3aTopoB

CBopgHasa Tabnuua no uHtepdencam MapLIpyTM3aTopoB

Mogenb UHTepdeiic UHTepdeiic MocnepoBaTenbHbIN MocnepoBaTenbHbLIN
maplupyTtusatopa Ethernet 1 Ethernet 2 mHTepdpenc 1 mHTepdenc 2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(G0/0) (GO/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)

(GO/0)

(GO/1)

MpumeyaHmne. Y106kl y3HaTL KOHUIypaLmMio MapLIpyTu3aTopa, onpeaenvTe ero Tun no uHTepdericam, a Takke

Mo KONMMYECTBY MMEIOLLMXCS UHTEPdENCoB. OPPEKTMBHO NepedmcnmTb BCe KOMOUHaUmnmM HacTpoek Ans mapLipytusaTopa
KaXkgoro Knacca HeBO3MOXHO. B gaHHon Tabnuue npuBegeHsl MAEHTUMMKATOPbI BO3MOXHBLIX KOMOMHALUMIN nHTepdencos
Ethernet n nocnegoBaTtenbHbix MHTEPEENCOB B YCTPONCTBE. B 3Ty Tabnuuy He BKNOYEHbI Kakne-nnbo nHbie TUnbl
UHTEpPdENCOB, AaXe eCnu B onpeaerieHHOM MapLUpyTU3aTope OHM MOTyT NpUCYTCTBOBaTb. B kayecTBe npumepa MOXHO
npuecTtu nutepdeinc ISDN BRI. B cTpoke B ckobkax npmBeaeHsbl oduumansHele abbpeBnaTyphbl, KOTOpbIE MOTyT
ncnonb3oBaTtbes B komaHgax Cisco I0S ansa npeacraenennst MHTepdencos.
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